YTBEPKIEHO
IIPUKa30M 3aBEAYIOLIEH
ot «12» suBaps 2021r.
Ne 5/1 O/n

MHOJIUTUKA
MBIOY — a/c Ne 12 x. boiikononypa.

1. OBIIHUE TOJIOKEHUSA

1.1. Tepmunut u onpedenenusn

[lepcoHanbHbIC TaHHBIE - IF00ass HHPOPMAIIHSI, OTHOCSIIIASICS K MPSMO
WJIM KOCBEHHO OTIPE/ICIICHHOMY WJIH OTIpeeisieMOMY (PH3NIecKOMY JTUITY
(cyOBeKTy MepCcoHaNbHBIX TaHHBIX).

Omnepatop - rocyJapCTBEHHBIM OpraH, MyHUITUTIATBHBIA OpTraH,
IOpUINYECKOe W (PU3UIECKOE JINII0, CAMOCTOSTEIIFHO UM COBMECTHO C
JAPYTHEMH JIMIIAMHA OPTaHU3YIOIINE U (WIIH) OCYIIECTBISAIOMHIE 00paboTKy
NEPCOHAIBHBIX JAaHHBIX, a TAKXKE OMPEACIIAIONINE 11eJTh 00paboTKH
NEePCOHATIBHBIX JaHHBIX, COCTAB MEPCOHAIBHBIX TaHHBIX, MOJIEHKAIINX
o0paboTke, nercTBUA (OMepalin), COBEPIIAEMbIE C IEPCOHATBHBIMU
JTAHHBIMHU.

O6paboTka epcOHANTBHBIX JAHHBIX - JIFO0OOE JecTBUE (OoTIepalius) WiH
COBOKYITHOCTb JIEHCTBUH (OTepaluii), COBepIIaeMbIX C UCIIOJIb30BAaHUEM
CPEIICTB aBTOMATHU3AIMH WK O€3 UCIIOJIb30BAHUS TAKUX CPEJICTB C
NepCOHAIBLHBIMU JIAaHHBIMU, BKITIOUast cOOp, 3aMKCh, CUCTEMATU3AIIHIO,
HAKOIUICHHE, XpaHEeHHe, yTouHeHne (0OHOBIIEHUE, N3MEHEHHUE), U3BIICUCHUE,
UCIIOJIb30BaHMe, Mepeaavy (pacnpocTpaHeHHe, MPeAoCTaBlIeHne, JOCTY),
o0e3nuuuBaHue, OJIOKMPOBAHUE, yaJeHUE, YHUUTOKEHHUE MTEPCOHATBHBIX
JTAHHBIX.

ABTOMaTH3MpPOBaHHAA 00pa0OTKa MEPCOHAIBHBIX JAHHBIX - 00paboTKa
MEPCOHATBHBIX JJAHHBIX C TTIOMOIIBIO CPEACTB BRIUUCTUTEIHHON TEXHUKH.

Pacnipoctpanenue nmepcoHaNbHbIX TAHHBIX - JCHCTBUS, HAITPABICHHDBIC
Ha PACKPBITHE TIEPCOHATBHBIX JAHHBIX HEOTIPEICICHHOMY KPYTY JIHII.

[IpenocTaBneHne nepcoOHaIbHBIX JAHHBIX - JCHCTBUS, HAITPABICHHBIC HA
PaCKpBITHE MTEPCOHATIBHBIX TAHHBIX OMIPENCICHHOMY JIUITY WITH
OTIpEJICTICHHOMY KPYTY JIHIL.

brokupoBaHue mepcoHANBHBIX JAHHBIX - BPEMEHHOE MPEKPAICHUE
00pabOTKH MEPCOHAITBHBIX TAHHBIX (32 HCKIIOYCHUEM CIIYyJYaeB, €CIIU
00paboTka HEOOXOoAMMA /TSI YTOYHEHUS TIEPCOHATIBHBIX JJAHHBIX).

YHUYTOXKEHUE IEPCOHATFHBIX JaHHBIX - ICHUCTBUS, B PE3yJIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM BOCCTAHOBHTH COJICPIKAHUE
MEPCOHATBHBIX JJAHHBIX B MH()DOPMAITMOHHOW CHCTEME MEePCOHABHBIX TAaHHBIX



U (WIK) B pe3yJIbTaTe KOTOPHIX YHUUTOXKAIOTCA MaTepHaIbHbIe HOCUTEU
MEePCOHATBHBIX IAHHBIX.

O06e3nuurBaHue EPCOHANTBHBIX TAHHBIX - JEHCTBUS, B PE3yJIbTaTE
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM 0€3 UCIIOIb30BaHUS JOTOJIHUTEIIBHOM
nH(pOpMaIIK ONPEIETUTh MPUHAIICKHOCTD MEPCOHATBLHBIX TaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHANIbHBIX JaHHBIX.

NudopmanmonHas cucrema NepcoOHABHBIX JIAHHBIX - COBOKYITHOCTh
cojiep Kaluxcsi B 0a3ax JTaHHBIX MEPCOHATBHBIX IAHHBIX U 00€CTICYMBAIOIINX
ux 00paboTKy MHPOPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPECTB.

TpancrpanudHas nepeaava NepCOHAIBHBIX JaHHBIX - Iepeaaya
NEePCOHANBHBIX JJAHHBIX HA TEPPUTOPHUI0 MHOCTPAHHOT'O TOCYJapPCTBA OPTraHy
BJIACTHU MHOCTPAHHOTO rOCY/1apCTBa, MTHOCTPAHHOMY (PU3HUECKOMY JIUILY WU
WHOCTPAHHOMY OPUANYECKOMY JIUILY.

1.2. Ha3nauenue u npasosas 0CHO6A 00OKymeHmMa

[Monmutuka MBJIOY — n/c Ne 12 x. Bolikononypa onpenensier CucteMy
B3TJISAJI0B HA Mpo0OsieMy oOecrieueHust 6€301macHOCTH NEPCOHATBHBIX TAHHBIX U
IpeACTaBIseT COOOM CUCTEMAaTU3UPOBAHHOE U3JIOKEHUE TIeJIeH U 3a71a4
3aIMUTHI, KaK OJHO WJIM HECKOJIBKO TIPaBUJI, IPOIICAYP, TPAKTUUECKUX MPUEMOB
U PYKOBOJISIIIIMX MPUHITUIIOB B 00J1aCTH MH(POPMAITMOHHOM 0€30MaCHOCTH,
KOTOPBIMH PYKOBOJICTBYETCS AJMUHUCTPAIIUS B CBOCH JICSITEIBHOCTH, a TAaK¥Ke
OCHOBHBIX ITPUHITUIIOB TOCTPOEHHUS, OPTaHU3AIMOHHBIX, TEXHOJIOTUUECKUX U
IIPOIIEIYPHBIX aCTIEKTOB 0OecIieueHnst 6€30MacHOCTH NEPCOHATBHBIX TAHHBIX.
3akoHoaTeIbHOM ocHOBOM HacTtosmen Ilonutukn saeistorcs KoncTuryms
Poccuiickont Denepanuu, I paxkganckuii, YroaoBHbIA U Tpy/10BOM KOJEKCHI,
®enepanbhblil 3aK0H 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX JaHHBIXY,
denepanphbiii 3akoH 0T 06.10.2003 Nel31-D3 «O06 oOmMX MpUHIMIIAX
OpraHU3aIMyi MECTHOTO caMoympaBiieHus B Pocculickor deaepanumy 3aK0HBbI,
yKa3bl, IOCTAHOBJICHUSI, APYTUE HOPMATUBHBIE JOKYMEHTHI JICHCTBYIOIIETO
3akoHojaresbcTBa Poccuiickoit denepanun, nokymeHTsl ®CTIK u OCh
Poccun.

Hcnonp3oBanue nanHou [loJuTHKY B KAYECTBE OCHOBBI JJIS1 IOCTPOEHHUS
KOMIUICKCHOM CHCTEeMBbl HH(POPMAITMOHHON 0€30ITaCHOCTH MTePCOHATBHBIX
naaHaeix MBJIOVY — n/c Ne 12 x. BolikonoHypa mo3BoJuT ONTUMH3UPOBATH
3aTpaThl Ha €€ MOCTPOCHHUE.

ITpu pa3paboTke [I0TUTHKN YIUTHIBAIHCH OCHOBHBIC TIPHHITUTIBI
CO3JIaHHS KOMILICKCHBIX CHCTEM o0ecriedeHs: O€301MacCHOCTH HH(POPMAITUH,
XapaKTEPUCTUKN U BO3MOKHOCTH OPraHU3alIMOHHO-TEXHUYECKUX METO/IOB U
COBPEMEHHBIX allapaTHO-MIPOTPAMMHBIX CPEJICTB 3aIUThHI U MMPOTHUBOICHCTBUS
yrpo3am 0€301macHOCTH HH(POPMAIIUH.

OcHoBubIe nTo0xeHus [ToauTuky 0a3upyroTCs Ha Ka4eCTBEHHOM
OCMBICJIEHHH BOIIPOCOB 0€30MaCHOCTH HH(POPMAIIMKU U HE 3aTparuBaoT
BOITPOCOB HIKOHOMHUYECKOTO (KOJIMYECTBEHHOI'0) aHAJIN3a PUCKOB U
000CHOBaHMS HEOOXOAUMBIX 3aTpaT Ha 3aIUTY UH(POPMAIIIH.
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2. OBBEKTDI 3AHINTHI

OCHOBHBIMH OOBEKTAMH CUCTEMBI O€30MTACHOCTH MEPCOHATBHBIX
nanHbeix B MBJIOY — n/c Ne 12 x. BoiikonoHypa sIBASIOTCS:
— MH(POPMAIIMOHHBIE PECYPCHI C OTPaHUYCHHBIM JOCTYIIOM, COAEpIKAIINE
NePCOHANIbHBIC TaHHBIC;
- npouecchl 00pabOTKU MEPCOHATBHBIX TAHHBIX B UH(POPMALIMOHHOM
cucreMe nepcoHanbHbIX JaHHBIX MBJIOY — n/c Ne 12 x. bolikononypa,
nH(OPMaIIMOHHBIC TEXHOJIOTHUH, PETJIAMEHTHI U IIPOLIeTyphl cOopa, 00paboTKH,
XpaHEeHUs ¥ nepenayn nHpopMammu, IepcoHall pa3padoTYNKOB U
MIOJIb30BaTENIeH CUCTEMBI M €€ 00CTYKUBAIOIINI TIEPCOHAI;
— UHpOpMAIMOHHAs HHPPACTPYKTYPA, BKITFOUAIONIAs CUCTEMBI 00pabOTKH
U aHanu3a nHGOpMAIUH, TEXHHUECKHE U TIPOTpaMMHBIE CPEJICTBA €€
00paboTKH, nepeauu U 0TOOpaKeHMsI, B TOM YUCJIE KaHAJIbI
MHPOPMAITMOHHOTO OOMEHA W TEJIEKOMMYHHUKAITUH, CUCTEMBI U CPEICTBA
3aIUThl THPOPMAITUH, OOBEKTHI M IOMEIICHHS, B KOTOPBIX PACIIOIOKECHBI
TEXHUYECKUE CPEACTBA 0OPaOOTKH MEPCOHATBHBIX JaHHBIX.

3. HEJAN U 3AJJAYHN OBECIIEYHEHUSA BE3OITACHOCTH
INHEPCOHAJIBHBIX TAHHBIX

3.1. Humepecwl 3ampacueaemvix cyobeKmos uHhopmayuoHHbIX
OMHOWIEHUU

CyOnexkTamu HH()OPMAIIMOHHBIX OTHOIICHUH TTPU 00ecTIeYeHUN
6e3onacHocTu nepcoHanbHbIX qaHHbIX MBJIOY — n/c Ne 12 x. Boiikononypa
SBIISIOTCSI:;
- pykxoBoicTBO U corpynuuku MBJIOY — n/c Ne 12 x. Boiikononypa, B
COOTBETCTBHH C BO3JIO)KCHHBIMHU Ha HUX (YHKIHSAMH.

[lepeuncnennbie CyOBEKTh HHPOPMAIIMOHHBIX OTHOIICHUN
3aMHTEPECOBAHBI B 00ECIICUYCHUU:
- CBOEBPEMEHHOTO JIOCTYMa K HEOOXOJUMBIM UM MIEPCOHATBHBIM JIaHHBIM
(MX TOCTYITHOCTH);
— JI0OCTOBEPHOCTH (TTOJIHOTHI, TOYHOCTH, aJICKBATHOCTH, IIEJIOCTHOCTH)
MIEPCOHANBHBIX TAHHBIX;
- KOH(UECHITNATHFHOCTH (COXpAaHEHUS B TalHE) MEPCOHAIBHBIX JIAHHBIX;
- 3aIIUTHI OT HABSA3BIBAHUS UM JIOKHBIX (HEAOCTOBEPHBIX, HCKAKEHHBIX )
MEPCOHATLHBIX TAHHBIX;
- pasrpaHUYeHUs OTBETCTBEHHOCTH 33 HAPYIICHHS MX TIPaB (HHTEPECOB) U
YCTaHOBIICHHBIX MPABHJI 00paIeHus ¢ IEPCOHATLHBIMY JIAHHBIMU;
- BO3MOYKHOCTH OCYIIIECTBIICHHSI HETIPEPHIBHOTO KOHTPOJIS U yIIPABICHUS
mporeccamMu 00pabOTKU U TIepeIadn IEPCOHATBHBIX JaHHBIX;
— 3aIUTHI IEPCOHATBHBIX TAHHBIX OT HE3aKOHHOTO PAaCIPOCTPAHCHUSI.



3.2. Ilenu 3awumot

OCHOBHOI 117110, Ha JOCTH)KEHHUE KOTOPOW HaIlpaBJiIeHbI BCE
noJiokeHus HacTtoswen [lonutuku, siBaseTcs 3amura cyObeKTOB
uH(popmarmonHbix otHomeHnt MBJIOY — n/c Ne 12 x. Bolikononypa ot
BO3MOXHOT'O HAHECEHUSI UM MaTEPHAIbHOT0, (PU3UYECKOr0, MOPATbHOTO WU
MHOTO yuiep0a, MoCcpeICTBOM CIy4alHOTO WM NMPeIHAMEPEHHOTO
BO3/ICHCTBUSI HA MIEPCOHANIBHBIE JAHHBIE, UX HOCUTENH, MPOLIecCChl 00padOTKH U
nepenayu.

VYkazaHHas 1eb JOCTUTAETCS OCPEACTBOM O00ECIIEUEHUS U
MNOCTOSIHHOTO MOJJIEP>KAHMSI CIIETYIOIINX CBOWCTB MEPCOHANBHBIX TAHHbBIX:

- JOCTYITHOCTH MEPCOHAIBHBIX JAHHBIX JIJIS1 JIETaJIbHBIX MOJIb30BaTeNeH
(ycroitunBoro pyHKIMOHUPOBaHUS UHPOopMalMOHHBIX cucteM MBJIOY — n/c
Ne 12 x. boiikonoHypa, mpy KOTOPOM IOJI30BaTEIN UMEIOT BO3MOXKHOCTh
NOJIy4eHUS HEOOXOUMBIX MEPCOHATIBHBIX JIAHHBIX U PE3YJIbTATOB PEIICHUS
3a/1ay 3a MpUEMIIEMOE JUIsl HUX BpeMs);

- LEJIOCTHOCTH M ayTEHTUYHOCTHU (TIOJITBEPKICHUE aBTOPCTBA)
NEPCOHATBHBIX JaHHBIX, XPAHUMBIX U 00pabaThiBaeMbIX B HH(OPMAIIMOHHBIX
cuctemax MBJIOY — n/c Ne 12 x. boitkonoHypa u nepeiaBaemoii 1o KaHajaam
CBSI3H;

- KOH(HUIECHLINATBHOCTH - COXpaHEHMsI B TallHE ONpeeIeHHON YacTh
IEePCOHAJIBHBIX JAHHBIX, XPaHUMBIX, 00pabaThIBAEMBIX U NEPEAABAEMBIX I10
KaHajlaM CBS3H.

Heo6xoaumslil ypoBeHb 1OCTYIHOCTH, LIEJIOCTHOCTH U
KOH(UIECHLINATBHOCTH MEPCOHATBHBIX JAHHBIX 00ecIeunBaeTCs
COOTBETCTBYIOIMMH MHOXECTBY 3HAUYUMBIX YTPO3 METOIaMH U CPEACTBAMU.
3.3.  OcHnosnble 3a0auu cucmemsl obecneueHus 6e30nacHocmu
NepPCoOHAIbHBIX OAHHBIX

JUis OCTUKEHHUsI OCHOBHOM 1I€JTH 3aIMTHI U 00ECTIeUeHUs YKa3aHHbIX
CBOWCTB MEPCOHANBHBIX JaHHBIX cUCcTeMa o0ecrieueHus: HHPOPMAIIMOHHOM
oe3onacHoct MBJIOY — a/c Ne 12 x. Boiikoronypa nomkHa obecrieqnBaTh
3 PeKTHBHOE PEIICHUE CIICAYIOMMX 3a1a4:

- CBOEBPEMEHHOE BBISIBJIEHUE, OLIEHKA U IPOTHO3MPOBAHNE HCTOYHUKOB yIpo3
nH(GOPMAIIMOHHOM 0€30M1aCHOCTH, MPUYHMH U YCIOBHH, CIIOCOOCTBYIOIIUX
HaHECEHMIO yIiepOa 3aMHTEPECOBAHHBIM CYObEKTaM UH()OPMALIMOHHBIX
OTHOILIEHUH, HAPYIICHUIO HOPMAIBHOTO (QYHKIIMOHUPOBAHUS
uHpopmarmonnasix cucteM MBJIOY — n/c Ne 12 x. Boiikononypa;

- CO3/lJaHME MEXaHU3Ma ONEPATUBHOTO PEArupPOBAHMS HA YIPO3bl O€30MaCHOCTH
uH(bOpMaIUU 1 HETaTUBHbBIE TCHICHIIUH;

- CO3[IaHNE YCIOBUI JUIsl MUHUMU3ALUY 1 JOKAJIM3aUi HAHOCHUMOTIO yiiepoa
HEMPaBOMEPHBIMU JIEUCTBUAMU (PU3UUECKUX U IOPUANYECKUX JIUL], OCIa0IeHHne
HEraTUBHOT'O BIMSHUS U JIMKBUJALMS [TOCJIEICTBUIM HapylIeHHs 0€301MacHOCTH
uH(popMaImy;

- 3aIUTY OT BMEIIATEIbCTBA B MpoLiecC (PYHKIIMOHUPOBAHHUS
undopmanmonnsix cucreM MBJIOY — n/c Ne 12 x. bolikononypa



MOCTOPOHHMX JHI] (JOCTYI K HHPOPMALIMOHHBIM PECYpCcaM J10JKHBI UMETh
TOJIKO 3apETUCTPUPOBAHHBIE B YCTAHOBIEHHOM MOPSAJIKE MOJIb30BATENN);
- pa3rpaHUyYeHue JOCTYyIa M0JIb30BaTeNIe K MHPOPMALIMOHHBIM, anfapaTHbIM,
nporpaMMHbIM U UHBIM pecypcam MB/IOY — n/c Ne 12 x. Boiikononypa
(BO3MOXHOCTb JJOCTYIIA TOJBKO K TEM PECYPCaM U BBIIIOJIHEHHS TOIBKO TEX
orepauuii ¢ HUMHU, KOTOPbIE HEOOXOAMMBbI KOHKPETHBIM MOJIb30BATENSIM J1JIs1
BBINIOJIHEHUS CBOUX CIIYKEOHBIX 0053aHHOCTEM), TO €CTh 3aIUTY OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;
- obecrieueHrne ayTeHTU(UKALIMY MT0JIb30BaTeNeH, yHaCTBYIOLIUX B
UH(GOPMAIIMOHHOM 0OMeHe (MTOATBEPKIECHUE MOATUHHOCTH OTIPABUTENS U
noJiydaressi uHpopmalun);
- 3aIIUTY OT HECAHKIIMOHUPOBAHHON MOJIU(PUKALMN UCTIOJIB3YEMbBIX B
uHpopmanronnbix cucremax MBJIOY — a/c Ne 12 x. boiikononypa
IPOrPaMMHBIX CPEJICTB, @ TAKXKE 3alIUTy CUCTEMbI OT BHEJIPEHUS
HECAaHKIIMOHUPOBAHHBIX IPOTPAMM, BKIIOYasi KOMITbIOTEPHBIE BUPYCHI;
- 3aIUTY UHGOPMAIIMK OTPAaHUYEHHOTO TI0JIb30BAHUS OT YTEUKH T10
TEXHUYECKUM KaHajiaM IpH ee 00paboTKe, XpaHEHUH U Mepeaaye Mo KaHajaam
CBSI3H.
3.4. Ocnosnvle nymu peuwienus 3a0ay CUCHEMbl 3AULUNLbL

[locTaBneHHbIE OCHOBHBIE LIENU 3aIUTHI U PEIICHUE MEPEUNUCICHHBIX
BBIIIIE 3a]1a4 JOCTUTAKOTCS:
- CTPOTMM YYETOM BCEX MOJICKAIIUX 3AIIUTE PECYPCOB
nHdopmanronusix cucreM MBJIOVY — n/c Ne 12 x. bolikononypa
(uaopmanuu, 3a1a4, JTOKYMEHTOB, KaHAJIOB CBSI3H, CEPBEPOB,
aBTOMaTU3WPOBAHHBIX PA0OUYMX MECT);
= KypHaJI IeWCTBUH TIepCOHAA, OCYIIECTBISIOIETO 00CTYKUBaHUE U
MOIU(PUKAIIMIO POTPAMMHBIX U TEXHUYECKUX CPEJCTB HH(GOPMAIIMOHHON
CUCTEMBI;
- MOJIHOTOM, PEabHOM BBIIIOJIHUMOCTBIO U HEIPOTUBOPEUYNBOCTHIO
TpeOOBaHU OpraHU3AIMOHHO-PACTIOPSIUTENBHBIX TOKYMEHTOB JlenmapraMenTa
0 BoTpocam odecredeHuns: 6e30macHoCcTd nHpopmaIuy;
- [OJATOTOBKOW JTOJPKHOCTHBIX JIMIL (COTPYAHUKOB), OTBETCTBEHHBIX 32
OpraHU3alyIo0 U OCYIIECTBIIEHUE TPAKTUYECKUX MEPOIPHUATHI 110
o0ecrnedeHnIo 0e30MacHOCTH NMEPCOHATBHBIX JAHHBIX U MPOLIECCOB UX
00paboTKH;
- HaJEJICHHEM KaXX/1I0I0 COTPYAHMKA (TI0Jb30BaTENs1) MUHUMAJIBHO
HEOOXOAMMBIMU JJIsl BBIMOJTHEHHUS UM CBOMX ()YHKIIMOHATIBHBIX 00S3aHHOCTEN
MOJIHOMOYHUSMH TI0 JOCTYIY K HH(popMarmoHabiM pecypcam MBJIOY — n/c Ne
12 x. boiikononypa;
- YETKUM 3HAHHEM M CTPOTUM COOJIFOIEHHEM BCEMU IOJIb30BATEIAMU
nndopmanmonnsix cucreM MBJIOY — n/c No 12 x. bolikononypa TpeboBaHui
OpraHU3allOHHO-PACIOPSIUTEIBHBIX JOKYMEHTOB 110 BOIIPOCAaM 00ECIIEUEHHUSI
0e301macHOCTH UHPOPMALINH;



— [IEPCOHAIBHON OTBETCTBEHHOCTHIO 3a CBOU JCHCTBUA KaXXI0TO
COTpYJIHHKA, B paMKax CBOUX () yHKIIMOHAIBHBIX 00A3aHHOCTEH UMEIOIIETO
noctyn kK uHpopmanmonusiM pecypcaM MBJIOY — n/c Ne 12 x. bolikononypa;
- HEIPEPBIBHBIM NOIIEP)KAHUEM HEOOXOIUMOT0 YPOBHS 3aIUIIEHHOCTH
anemeHToB nHpopmarmonHou cpeast MBJIOY — a/c Ne 12 x. boiikononypa,

- OpUMEHEHHEM (PU3HUYECKUX U TEXHUYECKUX (MIPOrpaMMHO-aNnapaTHbIX )
CPEJICTB 3aILHUThI PECYPCOB CUCTEMBI U HENIPEPHIBHON aIMUHUCTPATUBHON
MOJJIEPIKKOM MX UCTIOJIb30BAHUS;

— 3 PEeKTUBHBIM KOHTPOJIEM HaJ COOJIFOICHUEM TMOIb30BATEIISIMU
uHpopmaroHHbIx pecypcoB MBJIOY — a/c Ne 12 x. boiikononypa
TpeOoBaHUM MO 00ecneyeHn 0 0€30MacCHOCTH HH(POPMALIUH;

— ropuauyeckoit 3amuroit uaTepecoB MBJIOY — n/c Ne 12 x.
Boiikononypa npu B3auMOeHCTBUM C BHEIIHUMHU OpTraHU3alMsIMU (CBI3aHHOM
¢ 0OMEHOM MEPCOHATBHBIMU TAHHBIMU) OT MPOTHUBONPABHBIX JAEUCTBUH, KaK CO
CTOPOHBI ATUX OPraHU3aIli, TaK U OT HECAHKIIMOHUPOBAHHBIX ACHCTBUMN
00CTY>KMBAIOIIETO MepCoHaNa U TPETHUX JIUILI.

4. OCHOBHBIE ITPUHIMUIIBI IOCTPOEHUSA CUCTEMBbI
BE3OIIACHOCTU INIEPCOHAJIBHBIX TIAHHBIX
[TocTpoenue cucrteMsl, obecriedeHus: 0€30MacHOCTH MEPCOHATBHBIX
nanabix MJIOVY, u ee GyHKIIMOHUpPOBAHUE JOJKHBI OCYIIECTBIISITHCS B
COOTBETCTBUHU CO CJICAYIOIIMMHU OCHOBHBIMU MPUHITUTIAMMU:
— 3aKOHHOCTB;
— CHUCTEMHOCTb;
— KOMILIEKCHOCTB;
— HEMPEPHIBHOCTB;
— CBOEBPEMEHHOCTD;
— MIPEEMCTBEHHOCTh U HEMPEPBIBHOCTH COBEPIIICHCTBOBAHUSI;
— pa3yMHas JOCTaTOYHOCTh (IKOHOMUYECKAs 11eJIeCO00Pa3HOCTH);
— MepCOHAJIbHAsl OTBETCTBEHHOCT;
— MUHUMHM3ALMS TTOJTHOMOYHT;
— UCKITFOUCHUE KOH(IJIMKTAa HHTEPECOB;
— B3aHMMO/JICHCTBUE U COTPYAHUUYECTBO;
— THOKOCTh CHCTEMBI 3aIlUTHI,
— OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIIIUTHI;
— MIPOCTOTA MPUMEHEHHUS CPEJICTB 3aIUTHI,
— 000CHOBAaHHOCTh M TEXHUYECKAs peaIn3yeMOCTb;
— crieraau3anys 1 mpohecCuoHaIn3M;
— 00513aTEIBHOCTH KOHTPOJIS.
4.1. 3axonnocmo
[Ipenmonaraet ocyiiecTBICHUE 3aUTHBIX MEPOIIPUATHI U pa3pabOTKy
CHUCTEMBI 0€30MMacHOCTH MepcoHanbHbIX JaHHBIX MBJIOY — n/c Ne 12 x.
boiikonoHypa B COOTBETCTBHUU C JICHCTBYIOIIMM 3aKOHOIATEIbCTBOM B



00J1acTH 3alIUThI MEPCOHANILHBIX JAaHHBIX, & TAKXKE APYTHX 3aKOHOJATEIbHBIX
akToB 1o O6e3onacHocTy nHpopmalnuu PO, ¢ npuMeHeHreM BCeX J103BOJICHHBIX
METO/I0B OOHAPYKEHMSI M IPECEUEHUS TPaBOHAPYIIEHUI npu padoTe ¢
MepCOHAIbHBIMU JaHHBIMU. [IpuHATHIE MEpBI O€30MaCHOCTH MEPCOHAIIBHBIX
JAHHBIX HE JIOJKHBI MIPEMSITCTBOBATH IOCTYMY MPAaBOOXPAHUTEIBHBIX OPTaHOB
B MPEIYCMOTPEHHBIX 3aKOHOJATEILCTBOM CIIyYasX.

Bce nonb3oBarenu nndopmarmonHoit cucteMsl MBJIOY — a/c Ne 12 x.
Bbolikononypa J0JKHbBI UIMETh MPEACTaBICHUE 00 OTBETCTBEHHOCTH 3a
MpaBOHAPYIICHUS B 0071aCTH 00paOOTKU MEPCOHANIBHBIX TaHHBIX.

4.2. Cucmemnocmo

CucTemMHBII TOIXO0 K TOCTPOCHUIO CUCTEMBI 3alIUThI HH(OpPMAIIUU B
MJOY npenmnonaraet y4eT BCEX B3aUMOCBA3aHHBIX, B3AUMOACHCTBYIOIINX U
U3MEHSIOIINXCSI BO BPEMEHHU DJIEMEHTOB, YCIOBUN U (DAKTOPOB, 3HAUYUMBIX JIJIS
MOHUMAHUSI ¥ peIIeHUs TpoOieMbl 0OecriedeHus: 6€30MacHOCTH MEPCOHATBHBIX
JTAHHBIX.

[Tpu co3nanum CUCTEMBI 3alIUTHI JOJIKHBI YUUTHIBATHCS BCE Ci1abble U
HauOosiee ysa3BuMbie MecTa nHGopMannoHHbix cucteM MBJIOY — n/c Ne 12 x.
Boiikononypa, a Takxe XapakTep, BO3MOXKHbBIE 00BEKThI M HAIIPABJICHUS aTaK
Ha HEe CO CTOPOHBI HapyluTenel (0COOCHHO BRICOKOKBATU(PUIIUPOBAHHBIX
3JIOYMBINIJIEHHUKOB). CHUCTEMAa 3aIUThI IOJDKHA CTPOUTHCS C YUYETOM HE
TOJIBKO BCEX M3BECTHBIX KAHAJIOB POHUKHOBEHHUSI 1 HECAHKIIMOHUPOBAHHOI'O
noctyna K nH(opMaIum, Ho U ¢ y4€TOM BO3MOYKHOCTH TOSIBJICHUS
NPUHIMITHAIBHO HOBBIX MyTeH peaan3aiuu yrpo3 6€301MacHOCTH.

4.3. Komnnexcnocmo

KommuiekcHoe ncnoiab30BaHUE METOOB U CPEACTB 3aIIUThI
KOMITBIOTEPHBIX CUCTEM IMPEIO0JIAraeT COrIACOBAHHOE TPUMEHEHHE
Pa3HOPOAHBIX CPEACTB MPU MOCTPOCHUU LETOCTHON CUCTEMBI 3aIlIUTHI,
NEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAUYMMBbIE) KaHAIIBI PeaN3allii Yrpo3 U
HE coJieprKallield caabbIX MECT Ha CThIKAX OTICIbHBIX €€ KOMIIOHEHTOB. 3alluTa
JOJKHA CTPOUTHCA 31IETOHUPOBaHO. BHEIIHSA 3a1mTa 10KHA
oOecrieunBaThCa PU3NYECKUMHU CPEACTBAMU, OPTaHU3AIMOHHBIMH U
MPaBOBBIMH MEPAMU.

4.4.  Henpepovienocms 3auiumol

O6ecrieuenne 6€30MaCHOCTH TIEPCOHANBHBIX JJAHHBIX - IIPOIIECC,
ocymiecTBisieMblii pykoBoctBoM MBJIOY — n/c Ne 12 x. Boiikononypa,
aIMUHUCTPATOPOM 0€30MaCHOCTH HHPOPMAIIMOHHON CHCTEMBI U
COTPYAHUKAMU BCEX YPOBHEH. DTO HE TOJBKO U HE CTOJILKO MPOLeAypa WU
MOJIMTHKA, KOTOPAasi OCYIIECTBIIIETCA B ONPEACICHHBIN OTPE30K BPEMEHU WU
COBOKYITHOCTB CPEJICTB 3alUThI, CKOJIBKO ITPOLIECC, KOTOPBIN JOJIKEH
MOCTOSIHHO UATH Ha BceX ypoBHAX BHyTpu MBJIOY — n/c Ne 12 x.
Boiikononypa u kaxasiii corpynauk MBJIOY — n/c Ne 12 x. boiikononypa
JOJKEH MTPUHUMATh y4acTUE B 3TOM mporecce. JesTenpHoCTh 1o
o0ecrieueHNI0 UHPOPMAITMOHHOM 0€30MaCHOCTHU SBJISIETCS COCTABHOM YacCThIO
noBcegHeBHOM aearenbHocTd MBJIOY — n/c Ne 12 x. Boiikononypa. U ee
3¢ PeKTUBHOCTH 3aBUCUT OT yuactus pykoBoacTBa MBIOY — a/c Ne 12 x.



Bolikononypa B obecieueHnH HH(POPMaLMOHHOM 0€30MMacHOCTH
MIEPCOHAIILHBIX JTAHHBIX.

Kpome Toro, 00bIIMHCTBY (DU3UYECKUX U TEXHUUYECKUX CPEJICTB
3aIuThl 17151 3 (PEKTUBHOTO BBINOJHEHUS CBOUX (QYHKUIUNA HE0OOX0oaMMa
MOCTOSIHHAS OpraHu3alMoHHAas (A IMUHUCTPATUBHAS ) MOICPIKKA
(cBOEBpEeMeHHasi cMeHa U 00ecTieueHne MPaBUIIbHOTO XPAHEHUS U IPUMEHEHHUS
MMEH, NapoJjiel, nepeonpeneaeHue nojJHoMounii u T.1.). [lepepbiBbl B paboTte
CPECTB 3aIIUTHl MOT'YT OBITh UCIIOJIL30BaHbI 3JI0YMBIITUICHHUKAMU IS
aHaJu3a MPUMEHSEMbIX METOJIOB U CPEJICTB 3AIUTHI, [l BHEAPCHUS
CIICIUMABHBIX MIPOTPAMMHBIX U allapaTHBIX "3aKiIaoK" U APYTUX CPEJICTB
NPEO0JICHUS 3AIUTHI.

4.5. Ceoeepemennocmo

[Ipennonaraer ynpexaaromui xapaktep Mep odecreueHus
0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX, TO €CTh MOCTAHOBKY 3aJa4 10
KOMIUIEKCHOM 3alI1Te NePCOHATBHBIX JAHHBIX U peaTn3aluio Mep
oOecrieueHus: 6€30MaCHOCTH MEPCOHANIBHBIX IAaHHBIX Ha PAaHHUX CTAUAX
pa3paboTKi HHPOPMALIMOHHBIX CUCTEM B LIEJIOM M UX CUCTEM 3alUTHI, B
YaCTHOCTH.

Pa3paboTka cucTemMbl 3alIUTHI JOJKHA BECTUCH APAIIJIEIBHO C
pa3pabOTKOW M pa3BUTHEM CaMOM 3aIIUIAeMOl HH(POPMAIIMOHHOMN CUCTEMBI.
DTO0 MO3BOJIUT y4eCTh TpeOOBaHMsI 0€30MACHOCTH TP MPOEKTUPOBAHUHU
apXUTEKTYpPHI U, B KOHEYHOM CUETe, CO3/1aTh Oosiee 3P PeKTUBHBIE (KaK IO
3aTpaTaM pPecypcoB, TaK U IO CTOMKOCTH) CUCTEMBI, 001a1atoIIne
JOCTaTOYHBIM YPOBHEM 3allIUILEHHOCTH.

4.6. IlIpeemcmeennocmo u cosepuiencmeosanue

[Ipenmnonaraer MOCTOSHHOE COBEPIIEHCTBOBAHKUE MEP U CPEJICTB 3aIIUThHI
NEPCOHAIBHBIX JAHHBIX HA OCHOBE MPEEMCTBEHHOCTH OPraHU3AIMOHHBIX U
TEXHUUYECKUX PEIICHHH, KaApOBOTO COCTaBa, aHAIN3a GYHKIIMOHHUPOBAHUS
uHpopmarronHbix cucteM MBJIOY — n/c Ne 12 x. boiikonoHypa 1 CUCTEMBI
€€ 3alUThl C YUeTOM U3MEHEHUN B METOJIaX U CPEICTBAaX MepexnBaTa
uH(pOpMaIi, HOPMATUBHBIX TPEOOBAHMI 110 3aIUTE, JOCTUTHYTOTO
OTEUYECTBEHHOTO U 3apy0E)KHOTO OIbITa B 3TOM 00JIACTH.

4.7. Pazymuas oocmamounocmp (IKOHOMUYUECKAA Ue1eCO00PA3HOCHIb)

[Ipennonaraer COOTBETCTBUE YPOBHSI 3aTpaT Ha oOecrieueHue
0€30MacHOCTH MEPCOHANBHBIX TAHHBIX IEHHOCTH NH(GOPMAIIMOHHBIX PECYPCOB
¥ BEJIMYMHE BO3MOXKHOTO yIiepOa OT WX pas3rialieHus], yTpaThl, yTeUKH,
YHUYTOXKEHUS U UcKaxeHus. Mcnonb3yemble Mephl U CpelicTBa 00ECTIeUeHH S
6e3omacHOCTH MH()OPMAITMOHHBIX PECYPCOB HE JIODKHBI 3aMETHO yXYIIATh
PrOHOMHYECKHE IMOKa3aTeNN pabOThl KOMIIOHEHTOB HH(POPMAITMOHHBIX
cucteM MBJIOY — n/c Ne 12 x. Botikononypa. M3numraue mepsl
0€30MacHOCTH, TOMUMO SKOHOMHUUYECKON Hed(DPEKTUBHOCTH, TPUBOASAT K
YTOMJICHUIO U Pa3ApakeHUIO MepcoHaa.

Co3znate aOCOIIOTHO HEMPEOJOJUMYIO CUCTEMY 3aLUTHI
MPUHITMITHAIBHO HEBO3MOXKHO. [loka mepcoHanbHbIC JaHHBIC HAXOIATCS B
oOparieHnu, MpUHUMAaEeMbIE€ MEPBI MOTYT TOJIBKO CHU3HUTH BEPOSTHOCTh



HETAaTUBHBIX BO3JICUCTBUN UK yIIEpO OT HUX, HO HE UCKITIOUUTh UX
MOJHOCTHIO. [Ipu JOCTAaTOUHOM KOJIMYECTBE BPEMEHU U CPEACTB BOZMOKHO
MPEO00JIETh JTI00YI0 3auTy. [[03TOMY UMEET CMBICI paccMaTpUBaTh
HEKOTOPBIN pHUEMJIEMbIN YpOBEHb o0ecreueHns 0€30MacHOCTH.
BricokoaddexTuBHas cucTeMa 3aluThl CTOUT I0POT0, UCIIONIB3YET MpHU padboTe
CYILIECTBEHHYIO YaCTh PECYPCOB U MOXKET CO3/1aBaTh OIYTUMbIC
JOTIOJIHUTEIIbHBIE HEYI00CTBA MOJIB30BaTENISIM. BaskHO MTpaBUIIBHO BHIOPATh
TOT IOCTATOYHBIM YPOBEHB 3aIUTHI, IPU KOTOPOM 3aTpaThl, PUCK U pa3Mep
BO3MOJKHOT0 yiep6a ObUTd ObI TPUEMIIEMBIMHU.
4.8. Ilepconanvnas omeemcmeeHHOCHb

[Ipennonaraer Bo3/I0KeHUE OTBETCTBEHHOCTH 3a oOecreueHne
0€30MaCHOCTH MEePCOHATBHBIX IAHHBIX U CUCTEMbI UX 00pa0OTKH Ha KaXJ0TO
COTpYJHHUKA B TIpe/iesiaX ero NoJIHOMOYU. B coOTBETCTBUY € ATUM
MPUHITMIIOM paclipe/iejieHre MpaB U 00s3aHHOCTEN COTPYTHUKOB CTPOUTCS
TaKiuM 00pa3oMm, 4TOOBI B CiTy4yae J000Tr0 HapylIeHUs KPYT BAHOBHUKOB OBILT
YETKO U3BECTEH UJIM CBEJICH K MUHHMYMY.

4.9. Munumuszayus noanomouuil

O3HavaeT npeIoCcTaBICHUE TT0JIB30BATEIIM MUHUMAJIBHBIX TIPaB
JI0CTyIa B COOTBETCTBHUH CO CIIY»KeOHOM HeoOXoaumocTho. JlocTyn K
NEPCOHAIBHBIM JTAHHBIM JIOJIKEH MPEAOCTABIATHCS TOJIBKO B TOM ClIy4yae U
o0BeMe, eciIi 3TO HE0OXOIUMO COTPYIHUKY TSl BBITIOJTHEHUS €ro
JOJIKHOCTHBIX 00513aHHOCTEH.
4.10. Hcknouenue Kkonghaukma unmepecos (pazoenenue yHkuuil)

DddexTuBHas cucteMa obdecrieueHus THHOPMAITMOHHON OE301TaCHOCTH
IpeIoiaraeT 4eTkoe pasjiejeHue 00s3aHHOCTEH COTPYIHUKOB U UCKITFOUEHHE
CUTYallUii, Kor/a cpepa OTBETCTBEHHOCTH COTPYIHUKOB JIOMYCKAET KOH(MIUKT
uHTepecoB. Cepbl MOTEHIIUATBHBIX KOHPIUKTOB JOKHBI BBISBISATHCA,
MUHUMU3HPOBATHCS, U HAXOUTCS MO/ CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanus 1aHHOTO MPHUHIIMIIA TPEIONATAET, YTO HE OJIUH COTPYAHHUK HE
JOJIKEH UMETh TTOTHOMOYHUH, TTO3BOJISIIOIIUX MY €UHOIMYHO OCYIIECTBISATh
BBIMIOJIHEHUE KPUTUYHBIX oniepanuil. Hagenenue coTpy1HUKOB
MTOJIHOMOYHUSMH, TIOPOKJAIOIUMU KOH(MDIMKT HHTEPECOB, TACT MY
BO3MOHOCTb IO TACOBBIBATH MH(GOPMAIIMIO B KOPBHICTHBIX LETSAX U C TEM,
YTOOBI CKPBITH IPOOJIEMBI WJIM TIOHECEHHBIE YOBITKU. JJIsi CHIDKEHUS pUCKa
MaHHUIYJMPOBAaHUS IEPCOHAIBHBIMY JAHHBIMU U PUCKA XUIIEHUS, TAKUE
MOJITHOMOYHS JTIOJ>KHBI B MAKCUMAJIbHO BO3MOKHOW CTETIEHU ObITh pa3/iesICHbI
Mexay pazanaabiMu coTpyaarnkamMu MBJIOY — n/c Ne 12 x. boitkononypa.
Heob6xonumo mpoBOIUTE MIEPUOINYECKHUE POBEPKHU 00S3aHHOCTEH, (DyHKITHIA
U JCSTEIHHOCTH COTPYAHUKOB, BHIMOTHSIIOMNUX KIIOYEBbIE QYHKIIUH, C TEM,
9TOOBI OHU HE MMETH BO3MOKHOCTH CKPBIBATh COBEPIIIEHUE HEMTPABOMEPHBIX
nevctBuil. Kpome Toro, He06X0AuMO NPUHUMATH CHEIUATIbHBIE MEPHI IO
HEJIONMYIIEHUIO CTOBOPA MEXKAY COTPYTHUKAMH.
4.11. B3zaumooeiicmeue u compyoHu4ecmeo

[Ipeanonaraer co3nanue O6JaronpusTHON aTMOC(hepbl B KOJIJIEKTUBE
MBJIOY — n/c Ne 12 x. boiikonnonypa. B Takoii 00CTaHOBKE COTPYAHUKH



JOJIKHBI OCO3HAHHO COOJIIOaTh YCTAHOBJIEHHBIE MPABUJIA U OKA3bIBATh
COJIECTBHE JIEATEIbHOCTH OTBETCTBEHHBIM 3a OPTaHU3aLUI0 00pabOTKU
MEePCOHATBHBIX JIAHHBIX.

BaxxHbIM 351eMeHTOM 3 (PEKTUBHOI CUCTEMBI 00ECTICUEHHUSI
6e3omacHOCTU nepcoHanbHbIX JaHHbIX B MBJIOY — n/c Ne 12 x. bolikononypa
ABJIETCS BBICOKAs KyJIbTypa paboThl ¢ uHPpopManueil. Pykosoncrso MB/I0Y
— n/c Ne 12 x. BoitkonoHypa HECeT OTBETCTBEHHOCTh 3a CTPOTO€ COOII0ICHUE
ATUYECKUX HOPM M CTaHIAapTOB NpodeCcCUOHATBHON NeATeIbHOCTH,
MOTYEPKUBAIOIIEN U IEMOHCTPUPYIOIIEN IEPCOHATY HA BCEX YPOBHAX
BaKHOCTb oOecrieueHus nHpopmanmonnon 6ezomacHoctu MBJIOY — n/c Ne 12
x. boitkononypa. Bee corpynanku M/IOY nomkHBI NIOHUMAaTh CBOIO POJIb B
nporecce odecrneueHus nHPOopMaMOHHONW 0€30MaCHOCTH U PUHUMATD
ydacTue B 3ToM npolecce. HecMoTpsi Ha To, 4TO BBICOKAsI KYJIbTypa
oOecrieueHust MHHOPMAIIMOHHON 0€30MaCHOCTH HE TapaHTUPYET
aBTOMATUYECKOTO TOCTHKEHUS 1eJIeH, €€ OTCYTCTBHUE CO3/IaeT OOJbIIe
BO3MOXKHOCTEH ISl HApylIeHHs] 0€30MacHOCTU WJIN He OOHapyKeHus: (paKToB
€€ HapyIICHHUS.

4.12. TI'ué6xocmb cucmemol 3auiumaol

Cuctema obecniedeHuss UHPOPMAITMOHHOW 6€30MaCHOCTH JJOJKHA OBITh
CIocoOHa pearupoBaTh HA U3MEHEHUs BHEITHEN Cpe/ibl U YCIOBHIA
ocymectsiieanss MBJIOY — n/c Ne 12 x. Boiikononypa cBoeit aestenbHOCTH. B
YUCJIO TAKUX U3MEHEHUW BXOJSAT:

— W3MEHEHHUS OPraHU3aIllMOHHON U mTaTHOU cTpyKTypbl MBJIOY — n/c Ne
12 x. boiikononypa;

- U3MEHEHNE CYIIECTBYIOIINX UM BHEAPEHUE IPUHIUITNAIBHO HOBBIX
UH(GOPMAIIMOHHBIX CHCTEM;

- HOBBIE TEXHUYECKHUE CPEICTBA.

CBOMCTBO THOKOCTH CUCTEMBI 0OecTiedeHust HHGOPMAITMOHHOM
0e3omacHOCTH M30aBIIAET B TAKUX CUTYAIUSAX OT HEOOXOIMMOCTH MPUHATUS
KapJMHAJIbHBIX MEP MO MMOJHON 3aMEHE CPEACTB U METOJOB 3AIUTHI HA HOBEIE,
YTO CHUKAET €€ OOIILYI0 CTOUMOCTb.

4.13. Omkpsimocmo aneopummoe u MexXaHuImMo8 3aujuni vl

CyTb npuHIMNA OTKPHITOCTUA AJITOPUTMOB U MEXaHU3MOB 3AILHUThHI
COCTOHUT B TOM, YTO 3aIlIMTa HE JOJKHA 00ECIIeUNBATHCS TOIBKO 32 CUET
CEKPETHOCTH CTPYKTYpPHOUM OpPraHU3alliy U aJTOPUTMOB (PYHKITMOHUPOBAHUS
ee ToJicucTeM. 3HaHHUE AITOPUTMOB PaOOThI CUCTEMBI 3alTUTHI HE JJOJIKHO
JlaBaTh BO3MOXHOCTH €€ MPEOA0JICHUs (Jla’ke aBTopaM). IDTO, OAHAKO, HE
03HAYyaeT, YTo UHPpopMaIus 00 UCIOJIb3YEMbIX CUCTEMAX U MEXaHU3MaxX
3aIIUTHI JOJDKHA OBITH 00IIEI0CTYITHA.

4.14. Ilpocmoma npumenenus cpeocme 3auiunvl

MexaHu3MBbl 1 METO/IbI 3AIUTHI JOJKHBI ObITh MHTYUTUBHO MOHSATHBI U
MPOCTHI B UCTIOJIb30BaHUHU. [IpriMeHeHne cpeicTB U METOI0B 3allUThHI HE
JOJKHO OBITh CBSI3aHO CO 3HAHHWEM CHEIUANIbHBIX SI3bIKOB MUJIU C BBIIIOJIHEHUEM
NEeNUCTBUM, TPeOYIOIIMX 3HAUUTENIbHBIX JOMOJHUTEIbHBIX TPY103aTpaT Mpu
00BIYHOU paboTe 3aperucCTPUPOBAHHBIX MOJIH30BATEIICH, a TAKKE HE JOJIKHO



TpeOOBaTh OT MOJb30BATENS BHIIIOTHEHUS PYTUHHBIX MAJIOMOHITHBIX EMY
OIEepALUN.
4.15. Obocnoseannocms u mexHuueckas peaiuszyemocms

NudopmanimonHbie TEXHOIOTUH, TEXHUUECKUE U MPOTPAMMHBIE
CpE/ICTBa, CPEACTBA U MEPHI 3aIUTHI IEPCOHATBHBIX JAHHBIX JTOJKHBI OBITH
peaanu30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKU U TEXHUKH,
000CHOBaHbBI C TOUKH 3PEHUS JOCTUKEHUS 3aJaHHOTO YPOBHS 0€3011aCHOCTH
nH(pOpMAaIMU 1 S3KOHOMUYECKOHN 1[EIeCO00Pa3HOCTH, a TAKKE JOJIKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM M TpeOOBaHUSAM O 0€30MMaCHOCTU
MEPCOHAIBHBIX JJAHHBIX.

4.16. Cneyuanuzayus u npogheccuonanuzm

[Ipennonaraer npuBiedyeHue K pa3pabOTKE CPEACTB U pealn3aluu Mep
3aIIUTHI IEPCOHATBHBIX IAHHBIX CIICIMAIU3UPOBAHHBIX OpraHU3AIUH,
HanboJiee MOITOTOBJIICHHBIX K KOHKPETHOMY BUY J€ATEIHOCTHU T10
oOecrieueHunto 6€30MacHOCTH HHPOPMALIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT
PAKTUYECKON pabOThl M TOCYIAPCTBEHHYIO JIMIIEH3UIO HA TIPABO OKa3aHUs
yCIIyT B 3T0M o0nacTu. Peanusaius aAMUHUCTPATUBHBIX MEP U IKCILTyaTaIUs
CPEJICTB 3allUTHI JI0JHKHA OCYILIECTBIATHCS MPOdeCCUOHATBHO
MOATOTOBJICHHBIMU ClieaiucTaMu JlernapraMenTa (OTBETCTBEHHBIMH 32
OpraHu3anuo 00paboTKU MEPCOHANBHBIX JIAHHBIX).

4.17. ObazamenvHoCmb KOHMPONA

[Ipennonaraer 00s13aT€LHOCTh U CBOEBPEMEHHOCTH BBISIBJICHUS U
IpeceueHus MONBITOK HAPYIIIEHUs YCTAaHOBJICHHBIX MpaBuil, 00ecTeueHus
0€30MacHOCTH MEPCOHANBHBIX TAHHBIX, HA OCHOBE UCIIOJIB3YEMBIX CUCTEM U
CPEJICTB 3allUThHI IEPCOHATBHBIX JAHHBIX, PU COBEPIICHCTBOBAHUU
KPUTEPUEB U METOJIOB OLIEHKU 3 (HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTponb 3a nedarensHOCThIO JIF0OO0TO MOIh30BaTENs, KaXKI0T0 CPeCTBA
3aIUTHI ¥ B OTHOIIIEHUH JIIO00OTO O0OBEKTA 3aIIMUTHI JOHKEH OCYIIECTBISATHCS
Ha OCHOBE MPUMEHEHUS CPEJICTB OMEPATUBHOTO KOHTPOJISI U PETUCTPAIIH U
JIOJI’KEH OXBaThIBAaTh KaK HECAHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIC
JIICVUCTBUSA MOJIL30BaTEICH.

Kpome toro, apdexTuBHas cuctema odecrieueHruss HHGOPMaIMOHHON
6e3omacHOCTH TpeOyeT HAMMYUA aJIeKBaTHOM U BCEOOBEMITIONIEH HHpOpMaIuu
0 TEKYIIEM COCTOSIHUHU TMPOIIECCOB, CBSI3aHHBIX C ABWKEHUEM WH(MOpPMAIUU U
CBEJICHUH O COOJIIOICHUH YCTAaHOBJICHHBIX HOPMAaTHUBHBIX TPEOOBAHUH, a TAKKe
JOTIOJIHUTENbHOW HH(POPMAIIMU, UMEIOIIEH OTHOILICHHE K IPUHATHIO PEIICHUN.
Nudopmarus qomxHa ObITH HAJASKHON, CBOEBPEMEHHOM, TOCTYITHON U
MPaBWIHLHO 0(OPMIICHHOM.

Henocratku cuctemsr obecnieuennsi HHPOPMAIIMOHHOM 06€30MacHOCTH,
BEISIBJICHHBIE COTPYIHUKAMHU JlermapTameHTa JOMKHBI HEMEIJICHHO IOBOJUTHCS
710 CBEeJICHMSI pyKOBOAMUTENS JlemapTaMeHTa u ONepPaTUBHO YCTPAHSITHCS.
Bompocel, KoTOpbIe KaXKyTCs HE3HAUUTEILHBIMU, KOT/Ia OTICIBHBIC MPOIIECCHI
paccMaTpHUBAIOTCS U30JUPOBAHHO, TTPH PACCMOTPEHUH MX HAPSAY C IPYTUMHU
aCIeKTaMH MOTYT YKa3aTh HAa OTPUIIATEIbHBIC TCHACHIINH, TPO3SIIIHEC



NepepacTy B KpyIHbIE HEIOCTATKH, €CJIM OHU HE OYAYT CBOEBPEMEHHO
YCTpaHEHBI.

5. MEPBI, METOAbI U CPEACTBA OBECIIEHEHUASA
TPEBYEMOI'O YPOBHS 3AIHIUTHI THO®OPMAINIMOHHBIX
PECYPCOB

5.1. Mepul obecneuenus ungpopmayuonnoll 6e3onacHocmu

Bce mepsbl o6ecnieyenust 6e30nacHOCTA MH()OPMAITMOHHBIX CUCTEM
JlemapTaMeHTa Moipa3iesaroTCs Ha:
- paBOBbIE (3aKOHOJIATEIIBHBIC);
- MOPJIBHO-ITUUYECKUE;
— TEXHOJIOTUYECKHUE;
- OpraHu3aIlMOHHbIE (A AMUHUCTPATUBHBIC);
- duznueckue;
- TeXHUYECKHE (anmapaTypHble U TPOTPAMMHBIE).
5.1.1. 3akonooamenvusie (npasosvie) mepsvl 3auiumaol

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS ICUCTBYIOIIUE B CTPAHE
3aKOHBI, YKa3bl 1 HOPMATUBHBIC aKThl, pErIaMEHTUPYIOITHE MPaBUIIa
oOpaleHus ¢ NepCoOHATbHBIMU JAHHBIMH, 3aKPEIUISIONIUE TIpaBa U
0053aHHOCTH YYaCTHUKOB WH(OPMAIIMOHHBIX OTHOIIIEHU B MPOIECCE UX
00pabOTKH U UCTIONBH30BAHNS, a TAK)KE YCTAaHABIMBAIOIME OTBETCTBEHHOCTh 32
HapyIIeHUs ATUX MpaBui. [IpaBoBbie MephI 3aIIUTHI HOCST B OCHOBHOM
yIpexaaonui, NpohUuIakTUIECKUN XapakTep U TpeOyIOT MOCTOSHHOM
Pa3bACHUTEIHLHOM pabOTHI C MOIB30BATEISIMUA U 0OCITY>KMBAIOIITUM
nepcoHagoM UHPOPMAIMOHHBIX cucTeM JlemapraMmeHra.
5.1.2. Mopanvno-amuueckue mepvl 3auiuni vl

K MopanbHO-3THYECKUM MepaM OTHOCSITCS HOPMBI TOBEACHHS, KOTOPBIC
TPAIUIIMOHHO CJIOKHIIIUCH UM CKIIAJBIBAIOTCS IO MEPE PacIpOCTpaHEHUS
UH(GOPMAIIMOHHBIX TEXHOJIOTHI B AIMUHUCTPALIMU. DTU HOPMBI OOJIbIIIEH
Y4acThIO HE SBISIOTCA 0053aTEIbHBIMU, KaK 3aKOHOIATEIILHO YTBEPKIACHHBIC
HOPMAaTHUBHBIC aKThI, OJTHAKO, UX HECOOTIOCHNE MOKET IPUBECTH K MAJICHUIO
aBTOpUTETA, IPEeCTUKA YesnoBeka, rpymmbl jull win MBJIOY — n/c Ne 12 x.
Boiikononypa B 1ienomM. MopajibHO-3THYECKHE HOPMBI OBIBAIOT KaK
HEMUCaHbIe, TaK U MUCAaHbIE, TO €CTh 0()OPMIICHHBIE B HEKOTOPHIi CBOJI (YCTaB)
MpaBUJI WM peAnucanuii. MopaabHO-3TUYECKHE MEPBI 3aIUTHI SIBISIOTCS
Mo UIAKTHIECKIMU U TPEOYIOT IOCTOSSHHON PabOTHI 1O CO3TaHUIO
3I0POBOTO MOPAJILHOTO KJIMMAaTa B KOJUIEKTHUBE.
5.13.Texnonozuueckue meput 3auiunvl

K nannomy Buay Mep 3alIUThl OTHOCSATCS] Pa3HOTO poja
TEXHOJIOTUYECKHE PEIICHUS U TPUEMBI, OCHOBAaHHBIE Ha UCIIOJIb30BAHUU
HEKOTOPBIX BUJOB U30BITOUHOCTU (CTPYKTYPHOU, (PYHKIIMOHATIBHOM,
MH()OPMAILIMOHHOM, BPEMEHHOH U T.II.) U HAIIPaBJICHHbIC HA YMEHbIICHHE



BO3MOXHOCTH COBEPIIEHUS COTPYAHUKAMU OIIMOOK U HapyIIEHU! B paMKax
MPEIOCTAaBIECHHBIX UM MIPaB U OJTHOMOYUH.
5.14.0pzanuzayuonnvie (adMunucmpamugHvie) Mepvl 3auiunvl

OpranuzaioHHble (aAMUHUCTPATUBHBIE) MEPHI 3AILUTHI - 3TO MEPHI
OpPraHM3allMOHHOIO XapaKTepa, PErIAMEHTUPYIOLIUE MTPOLIECCHI
(YHKIMOHUPOBAHMS CUCTEMBbI 00paOOTKU NEPCOHATBHBIX JAHHBIX,
HCII0JIb30BAaHUE €€ PECYPCOB, AEATEIBLHOCTh 00CITY>KMBAIOILEr0 EPCoHaa, a
TaK>Ke MOPAJIOK B3aUMOICUCTBHS MOJb30BaTENIEl C CUCTEMOM TaKUM 00pa3oM,
9YTOOBI B HAMOOJbILIEH CTENEHU 3aTPYAHUTD WM UCKIIIOUYUTH BOBMOXKHOCTb
peanuszanuu yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mep MOTeph B CIyyae ux
peanuzaiuu.

5.15. @opmupoeanue nonumuxu 6ezonacnocmu

['maBHas 1enb aIMUHUCTPATUBHBIX MEP, MPEANPUHUMAEMbIX Ha BBICIIIEM
yIPaBJIEHYECKOM YPOBHE - C(HOPMHUPOBATH MOJUTUKY B 00J1aCTH 0OecrieueHus
0€30MacHOCTH MEPCOHANBHBIX TAHHBIX (OTPAXKAIOIIYIO MOAXOAbI K 3allIHUTe
NEPCOHATIBHBIX JAHHBIX) U 00ECIIEYUTH €€ BHIIIOJHEHHE, BB
HEOOXOIMMBIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIETT.

C npakTU4yecKOi TOUKH 3pEHHS TIOJUTUKY B 00J1acTh oOecrieueHus
6e3omacHoOCTU nepcoHanbHbIX JaHHbIX B MBJIOY — n/c Ne 12 x. boiikononypa
1esecoodpa3Ho pa3ouTh Ha /iBa ypoBHs. K BepxHEeMy YpOBHIO OTHOCSTCS
pelieHns pyKoBOJICTBa, 3aTparuBaromue aesateabHoct MBIOY — n/c Ne 12 x.
Boiikononypa B nenoM. [ToauTrnka BEpXHETO YpOBHS JOJIKHA YETKO OYEPTUTH
cdepy BIUSHUS U OTPAaHUYEHUS TIPU OIPEICIICHUH 1ieTiel O€30MacCHOCTH
NEPCOHANBHBIX JAHHBIX, ONPEEIUTh KAKUMHU pecypcaMu (MaTepUalibHbIE,
CTPYKTYpPHbIE, OpTraHU3allMOHHBIE) OHU OYyT IOCTUTHYTHI, U HAWTH Pa3yMHBIN
KOMITPOMHUCC MEKY PUEMIIEMBIM YPOBHEM O€30MACHOCTH U
(G YHKIIMOHAIBHOCTBIO.

[TonuTnka HUKHETO YPOBHS, ONPEAEIISIET IPOLIEAYPHI, U MpaBUIa
JTOCTIKEHUS LIeTIeH 1 penieHus 3a/1ay 0e30MacHOCTH IEPCOHATIBHBIX JaHHBIX U
JeTau3upyeT (periaMeHTUPYET) 3TH IpaBuUiIa;

— KaKOBBI POJIM ¥ 00513aHHOCTHU JOJDKHOCTHBIX JIUI], OTBEYAOIINE 32
MPOBECHHUE MOJIUTUKHA O€30MaCHOCTH NMEPCOHATIBHBIX JTAHHBIX;

- KTO UMEET IpaBa JA0CTyIa K NEPCOHAIBHBIM JAHHBIM, KTO U TIPH KAKUX
YCIIOBUSX MOXKET YUTATh U MOIU(DHUIIMPOBATH TIEPCOHATIbHBIC TaHHBIE U T.I.

[TonuTnka HUKHETO YPOBHS JOJKHA!

— penIycMaTpUBaTh PEeTIaMeHT HHPOPMAITMOHHBIX OTHOIIEHHUH,
HCKIIIOYAIOIIUX BO3MOXKHOCTh MPOU3BOIBHBIX, MOHOIIOJIbHBIX HIIH
HECaHKIIMOHWPOBAHHBIX JCHCTBUYN B OTHOIIIEHUU WH(OPMAITMOHHBIX PECYPCOB;
- ONPENEATh KOATUIIMOHHBIE U UEPAPXUUECKUE TPUHIIUTIBI U METOIbI
pa3zielieHHs] CEKPETOB U pPa3rPaHUUEHUS 1OCTYIA K IEPCOHAIBHBIM TaHHBIM;

— BBIOMpPATh MPOrpaMMHO-TEXHHUUYECKHUE (anmapaTHbIE) CpeICcTBa
npotuBoaeiicteuss HCJI, ayrenTudukamnmu, aBTopu3amnuu, uaeHTUOUKAINN 1
JIPYTUX 3alUTHBIX MEXaHU3MOB, 00€CTICUNBAIOIINX FAPAHTHUU PeaTu3aluu
MpaB U OTBETCTBEHHOCTU CYObEKTOB MH(POPMALIMOHHBIX OTHOIIECHUH.



5.16. Peznamenmayusn oocmyna 6 nomeuieHus

KommnonenTsl nuadopmannonssix cucteM MBJIOY — n/c Ne 12 x.
BolikonoHypa J0KHBI pa3MelIaThCsl B MOMEIICHUSX, HAXOIAIIUXCS O]
OXpaHOU WM HAOJIIOJCHUEM, UCKITIOYAIOIIUM BO3MOKHOCTh OECKOHTPOJIBHOTO
MIPOHUKHOBEHUS B MOMEIIICHUS TOCTOPOHHUX JIUI] U 00€CTICYMBAIOIINM
(U3UYECKYI0 COXPAHHOCTh HAXOSIINXCS B TOMEIIEHUH 3alUIIAaeMbIX
pecypcoB (IokyMeHToB, APM u T.11.). Y60pka Takux MOMENeHU T0KHA
MIPOU3BOIUTHCS B IPUCYTCTBUM OTBETCTBEHHOTO COTPYIHHUKA, 32 KOTOPBHIM
3aKperIeHbl TaHHbIE KOMIIOHEHTHI, C COOJIIOJICHHEM Mep, UCKITIOUAIOITUX
JOCTYTI TOCTOPOHHUX JIUII K 3alUIIaeMbIM HH(OPMAIIMOHHBIM peCcypcam.

Bo Bpemsi 00paboTKu nepcoHaIbHBIX JaHHBIX B TAKUX MTOMEIIEHUIX
JIOJKEH MPUCYTCTBOBATH TOJILKO TIEPCOHAII, IOMYIICHHBIN K padoTe ¢
NEePCOHANBHBIMU JAaHHBIMU. 3ampeliacTcsl IPUeM MOCceTUTeNeH B MOMEIICHUSX,
KOT'/Ia OCYIIECTBIIAETCS 00pab0TKa MEPCOHANIBHBIX JTaHHBIX.

[To oxoHyanuu pabodero AHs, MOMEIIEHHUS, B KOTOPBIX pa3MeIatoTCs
KOMIIOHEHTHI nH(popmarmonHsix cucteM MBJIOY — n/c No 12 x.
BolikonoHypa, JOJKHBI 3alUPaThCsl HA KITFOY.

B cnyyae ocHaleHus noMenIeHU CpeICcTBaMHU OXPAHHOU
CUTHAJIM3AIINH, a TAK)KE€ aBTOMAaTU3UPOBAHHOM CUCTEMOM ITpreMa U
PErUCTpaIluy CUTHAJIOB OT 3TUX CPEJCTB, MPUEM-C/Iadya TAKUX TTOMEIICHUHN MO/
OXpaHy OCYIIECTBISETCS Ha OCHOBAHHUH CIIEIIMAIBHO pa3pabaTbiBaeMoi
UHCTPYKIIHH.

59.17. Pecnamenmauyusn oonycka compyoHuKko8 K UCHO1b306AHUIO

UHpOpMayUOHHBIX pecypcos

B pamkax pazpemmrenbHoi cucTeMbl (MaTPHUILbI) JOCTYIIA
YCTaHABJIMUBAETCS: KTO, KOMY, KaKyl0 HH(OPMAIUIO U JJI KAKOTO BUJA
J0CTyIa MOKET MPEAOCTABUTH U MPHU KaKUX YCIOBHSIX.

Jlomyck mosib30oBartenei k pabore ¢ MHPOPMAITMOHHBIMU CHCTEMaMHU
MBJIOY — n/c Ne 12 x. boiikomnoHypa 1 TOCTYII K €€ pecypcaM JOJIKEH ObITh
CTPOTO periiaMeHTUpOBaH. JItoObie H3MEHEHHS COCTaBa U MOJIHOMOYHNA
MOJIb30BATEIIEH MOJCUCTEM JTOJKHBI IPOU3BOAUTHCS YCTAHOBICHHBIM
MOPSIAKOM.

YPpOBEHB MTOJTHOMOYNN KaXKI0T'0 MOJIb30BATEIS ONPEAEIISIETCS
WHIUBUIYaIbHO, COOIIOAs CIeyIoNIue TpeOOBaHN:

— KQXKJIbI COTPYHUK MOJIb3YETCS TOJIBKO MPEAINUCAHHBIMYA €My IpaBaMu
10 OTHOILIEHUIO K MEPCOHANIbHBIM JIaHHBIM, C KOTOPBIMU €My HE00X0uMa
paboTa B COOTBETCTBHUH C JIOJDKHOCTHBIMH 00si3aHHOCTsIMH. Pacminpenue npas
JOCTYTIAa U MPEIOCTABICHHUE I0CTYNA K IONOTHUTEIbHBIM HH()OPMALIMOHHBIX
pecypcam, B 00513aT€JIbHOM MOPSJIKE, TOKHO COTIAaCOBBIBATHCS C
OTBETCTBEHHBIMH 32 OPTaHU3ANNI0 00PaOOTKH MEPCOHATBHBIX TAHHBIX;

- pykoBoautens MBJIOY — n/c Ne 12 x. Boiikononypa umeer mpaBa Ha
MPOCMOTP UHPOPMAIIUU CBOUX MOJUYUHEHHBIX TOJIBKO B YCTAHOBIICHHBIX
npejenax B COOTBETCTBUM CO CBOUMM JIOJIKHOCTHBIMU O0SI3aHHOCTSIMU.

Bce corpynauku MBJIOY — n/c Ne 12 x. Boitkononypa u
00CITy>KUBaIOIIUN TEPCOHA, 10KHBI HECTH IEPCOHAIBHYIO0 OTBETCTBEHHOCTh



3a HaApYIIECHUS YCTAaHOBJICHHOT'O MOPsIKa 00paOOTKH MEPCOHANBHBIX JaHHBIX,

MpaBUJI XpaHEHUS, UCTIOJIB30BaHUS, U MIEPEIaun HAXOASAIIUXCS B UX

pacHopsiKEHUH 3allIUIIIaeMbIX pecypcoB cucTteMbl. Kaxkaplii cOTpyIHUK (TIpH

npueMe Ha paboTy) JOJKEH MOAMUCHIBATH 00513aT€NIbCTBO O COONIOACHUU U

OTBETCTBEHHOCTH 32 HApyIICHUE YCTAaHOBJICHHBIX TPEOOBAaHUI IO COXPAaHEHUIO

nepcoHanbHbIX JaHHBIX MBJIOY — a/c Ne 12 x. boiikononypa.

O6paboTka epcoOHaNBHBIX JAHHBIX B KOMIIOHEHTaX HH(GOPMAIMOHHBIX
CUCTEM JIOJKHA MPOU3BOJAUTHCS B COOTBETCTBUU C YTBEPKIECHHBIMU
TEXHOJIOTUYECKUMU UHCTPYKIHUSIMU.

5.18. Peznamenmavus npoueccog 00CaAyHCUGAHUA U OCYULECMETICHUA
MoOuuKkayuu annapamuvlx U nPOZPAMMHBIX PECypPCos
B nensix moanepkanust pexumMa HHPOpMaIMOHHON 6€30MaCHOCTH

amnmapaTHO-TIporpaMMHasi KOH(DUTypaiusi aBTOMaTU3UPOBAHHBIX pabO4YrX MECT

corpynaukoB MBJIOVY — ni/c Ne 12 x. Bolikononypa, ¢ KOTOpbIX BO3MOKEH

JOCTYII K pecypcaM UH(POPMAIMOHHON CUCTEMBI, JOJDKHA COOTBETCTBOBATh

KPYTY BO3JIO’KEHHBIX Ha JAHHBIX MOJb30BaTeIeH (QyHKIIMOHATBHBIX

00s13aHHOCTEH.

B xommoneHTax nH(MOPMAIIMOHHOM CUCTEMBI U HAa pabOUnX MecTax
M0JIb30BaTeNel JTOJDKHBI YCTAHABIIUBATHCS M UCIIOIB30BAThCS JTUIIEH3HOHHBIC
IporpaMMHBIE CPEJICTBA.

5.19. Oébecneuenue u konmponw uszuueckoit yerocmuocmu
(Heuzmennocmu KoOHguzypayuu) annapamusix pecypcos
O6opynoBanue HHOOPMAITMOHHON CUCTEMBI, UCTIONB3YEMOE /IS

JOCTYTIA U XPaHEHHS IEPCOHAIBHBIX JAHHBIX, K KOTOPOMY JOCTYI

00CITy>KHBAIOIIETO MepCcoHaNa B MPOIECCe IKCILTyaTallui He TpeOyeTcs, Mmocie

HaJIaI0YHBIX, PEMOHTHBIX ¥ MHBIX pa0OT, CBA3AHHBIX C JIOCTYTIOM K €T0

KOMITOHEHTaM JOJIXKHO 3aKPbIBAThCSI.

5.20. Iloobop u noozomoeka nepconana, 06y4enue noyav3osame’eil
[Top3oBarenu nHpopMarmoHHbIX cucteM MBJIOY — a/c Ne 12 x.
Botikononypa, a Takke pyKOBOJSIIHA M 00CTY>KMBAIOIINI TIEPCOHAIT TOJKHBI

OBITH 03HAKOMJICHBI CO CBOMM YPOBHEM MOJIHOMOYHUM, & TAKKE

OpPraHu3alMOHHO-PACIIOPSAAUTEIBHON, HOPMATUBHOM, TEXHUYECKOU U

AKCIUTYaTallHOHHOW JOKYMEHTAIMEHN, ONpeAestomeld TpeOOBaHUs U MOPSII0K

00paboTku nepcoHanbHBIX JaHHBIX B MBJIOY — ni/c Ne 12 x. Bolikononypa.

Obecneuenne 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX BO3MOYKHO TOJIBKO
nocJje BbIpaOOTKH y MOJIb30BaTENEH ONPEIeICHHOW KYJIbTYphl padOThI, T.€.
HOPM, 00sI13aTENIbHBIX /11 UCTIOJIHEHHS] BCEMH, KTO pabOTaeT ¢
unpopmarmonasiMu pecypcamu MBJIOY — a/c Ne 12 x. boiikononypa. K
TaKUM HOPMaM MOKHO OTHECTH 3aMpeIIeHNe JTIOOBIX YMBITUICHHBIX WA
HEYMBIIICHHBIX JEUCTBUI, KOTOPbIE HAPYIIAIOT HOPMAIbHYIO PadOTy
KOMIIOHEHTOB MH()OPMALIMOHHBIX CUCTEM AJIMUHUCTPALIUU, BHI3BIBAIOT
JOTIOJIHUTEIIbHBIE 3aTPAThl PECYPCOB, HAPYIIAIOT LEIOCTHOCTh XPAHUMOU U
oOpabaTtbeiBaeMOi HH(POPMAIMK, HAPYILIAIOT HHTEPECHl 3aKOHHBIX
MOJIb30BATEIICH, BJIaJI€NIbLIEB UM COOCTBEHHUKOB.



Bce nonb3oBatenu nndopmanronnsix cuctem MBJIOY — n/c Ne 12 x.
BolikonoHypa 10KHBI OBITH 03HAKOMIIEHBI C OpPraHU3aI[MOHHO -
pacropsAuTeIbHBIMU JOKYMEHTaMH MO0 00eCIeueHUI0 O€30MacCHOCTH
MepCOHANIBHBIX JIaHHBIX JlemapTaMeHTa, B 4aCTH, UX Kacarollehcs, TOKHBI
3HaTh U HEYKOCHUTEJIBHO BBIMOIHATh HHCTPYKIIMU U 3HATh 00IIIHE
00513aHHOCTH 10 00ECIIEYEHUIO OE30IIaCHOCTH MEPCOHANBHBIX TAHHbBIX.
JloBenieHre TpeOOBaHUM YKa3aHHBIX JOKYMEHTOB JI0 JIMII, JOMYIIEHHBIX K
00paboTKe 3alIUIIaeMbIX IEPCOHATIBHBIX JAaHHBIX, IOJKHO OCYIIECTBISATHCS
MOJ1 POCTIHCh.

5.21. Omeemcmeennocms 3a HaApyuIeHUA yCMAHOBIEHHO20 NOPAOKA
noav3oeanus pecypcamu unpopmayuonnvix cucmem MB/JOY — o/c Ne

12 x. boiikononypa.

Mepa 0TBETCTBEHHOCTH NEPCOHAa 3a JEHCTBUS, COBEPILICHHbIE B
HapylIeHUE YCTaHOBJIEHHBIX IPaBUI oOecriedeHus: 0e30macHor paboThl ¢
NEePCOHANBHBIMU JAaHHBIMU, JOJDKHA OMPEACISTHLCS HAHECEHHBIM yIIIepOooM,
HaJIUYHEM 3JI0TO YMBICIA U APYTUMHU (DaKTOpaMH MO0 YCMOTPEHUIO
pyxoBonctea MBJIOY — n/c Ne 12 x. boiikononypa.

Jlns peanu3anuy MPUHIIKIA IEPCOHAITBHON OTBETCTBEHHOCTH
MoJIb30BaTeNel 3a CBOU JEHCTBUS HEOOXOIUMBI:

- UHAUBUAYaTbHAS UIESHTU(UKAIMS TT0Jb30BaTeNIe U MHULIUUPOBAHHBIX
UMU TIPOIIECCOB, T.€. YCTAaHOBIIEHUE 3a HUMH HieHTUudukaTopa (login,
Username), Ha 6a3e KOTOpOro OyAeT OCYIIECTBISATHCSA pa3rpaHUUYeHUEe JOCTYIa
B COOTBETCTBHH C MPUHIIUIIOM 00OCHOBAaHHOCTH JIOCTYTIA;

- IpOBEpKa MOJIMHHOCTH T0JIb30BaTelNel (ayTeHTu(UKalus) Ha OCHOBE
apoJIei;

— peakius Ha MOMBITKYM HECAHKIIMOHUPOBAHHOTO JOCTYTA (CUTHAIM3AIHS,
OJIOKMPOBKA U T.1.).

5.22. Cpeocmea obecneuenusn 6e30nacHocmu nepcoHAIbHbBIX OAHHBIX

Jlns obecnieuenust napopmarmornHon 6e3onacHoctd MBJIOY — n/c Ne

12 x. BoiikonoHypa UCIOIB3YIOTCS CIEAYIOMINE CPECTBA 3AIIUTHI:

- dbusznueckne cpecTna;

- TEXHUYECKHE CPE/ICTBA;

— cpelcTBa UASHTU(UKAIIUY U ayTeHTU(DUKAIIUU TTOJIh30BaATENECH;
- CpeACTBa pa3rpaHUYEHUs TOCTYMa;

- CpelCTBa 00ECTIEYEHHSI M KOHTPOJIS LIEIOCTHOCTH;

- CpEIICTBA ONIEPATHBHOTO KOHTPOJISI M PETUCTPAIIUNA COOBITUI
0e30MacHOCTH.

CpenctBa 3alUThI JOJKHBI IPUMEHSATHCS KO BCEM pecypcam
nH(OPMAITMOHHBIX CUCTeM JlemapTaMenTa, He3aBUCUMO OT MX BHJIa U (HOPMBI
MpeacTaBlIeHus HHPOPMAIIUU B HUX.

5.23. @u3uueckue cpeocmea 3auiumaol

dusnyeckre Mephl 3aIUTHl OCHOBAHBI HA TPUMEHEHUH Pa3HOTO pojaa
MEXaHUYECKUX, SJICKTPOHHBIX WU IEKTPOHHO-MEXaHNYECKUX YCTPOUCTB H
COOpY>KEHUH, CIIEHUAJIBHO MPEHA3HAYEHHBIX JIJIs1 CO3/1aHus (PU3UYECKUX



NPENATCTBUN Ha BO3MOXHBIX MYTSAX MPOHUKHOBEHHS U JJOCTYTIA
MOTEHIIMANBHBIX HAPYIIUTENEH K KOMIOHEHTaM CUCTEMBI U 3aIIHUIIAEMbIM
MEPCOHABHBIM JIaHHBIM, a TAKXKe TEXHUYECKUX CPEACTB BU3YyaJIbHOTO
HAOIOICHNS, CBSI3U U OXPAHHOW CUTHAJIU3AIINN.

s obecnieuenust puznyeckoit 0€30MacHOCTH KOMIIOHEHTOB
uHpopmarmonnusix cucteM MBJIOY — n/c Ne 12 x. bolikononypa Heob6Xoa1uMo
OCYIIECTBIISTH PSAJl OPTaHU3AIUOHHBIX U TEXHUYECKUX MEPOTIPUSITHH,
BKJTIOUAIOIINX: MIPOBEPKY 000pYI0BaHUS, TPEAHA3HAUCHHOTO /111 00paboTKu
MEPCOHANBHBIX JTaHHBIX, Ha!

— HaJIMYKE CTICIUATBHO BHEAPEHHBIX 3aKIaHBIX YCTPOUCTB;

— BBEJICHHE JIOTIOJTHUTEIBHBIX OTPAHUYCHUI TIO TIOCTYITY B TOMEIICHUS,
npeHa3HAYCHHBIC JIJIsl XpaHEeHUsI U 00pabOTKH MEePCOHATBHBIX TaHHBIX;

- o0opyioBaHUE cHCTEM UHPOPMATH3AIMU YCTPOUCTBAMU 3aIIUTHI OT
cOOEB AIIEKTPONUTAHUS U TIOMEX B TUHHIX CBS3H.

5.3.1. Texnuueckue cpeocmea 3auiumol

Texnudeckue (anmapaTHO-MPOTPAMMHBIE) MEPHI 3aIIUTHI OCHOBAHbI HA
UCTIOIh30BaHUH PA3JIMYHBIX MIEKTPOHHBIX YCTPONCTB U CIICITUATBHBIX
IPOTPaMM | BBITIOTHSIONIUX (CAMOCTOSITENTLHO WM B KOMILJIEKCE C IPYTUMH
cpencTBaMu) QYHKIMH 3aIIUTHI (MACHTUPUKALMIO U ayTeHTU(OUKAIUIO
NOJIb30BaTeNel, pa3rpaHuyeHue JOCTyIa K pecypcam, perucTpaiuio coObITUH,
KpunTorpapudeckoe 3aKkpbITHe HHPOPMALIMH U T.1.).

C ydetoM Bcex TpeOOBaHUM U MPUHIIMIIOB O0ecriedeHus: 6e30MacHOCTH
NEPCOHATIBHBIX JaHHBIX IO BCEM HAIPABICHUSIM 3aLIUThI B COCTaB CUCTEMBI
3aIUTHI IOJDKHBI OBITH BKIIFOUEHBI CJIEIYIONINE CPEICTBA:

- CpelICTBA pa3rpaHUYeHHUs IOCTYIA K TaHHBIM;

— CpEeIICTBA PEruCTpalliy JOCTyNa K KOMIIOHEHTaM WH()OpMaAIMOHHON
CUCTEMBI U KOHTPOJIS 32 UCIIOIb30BaHUEM UH(POPMAIINK;

— CpEeIICTBa pearupoBaHus HA HAPYIIECHUS PeKUMa HHPOPMAIIMOHHOM
0€30MacHOCTH.

Ha TexHuueckue cpeacTBa 3amuThl BO3JIaraeTcs perieHue Caeayomumx
OCHOBHBIX 33/1a4:

- UACHTU(UKALKS U ayTeHTU(UKALKS [T0JIb30BaTeNeH MPH MOMOLIN UMEH
WM CTICTIMANIbHBIX anmmapaTHeiX cpencts (Advantor, Touch Memory, Smart
Card u 1.11.);

— perjJamMeHTalus 1 yrpaBjieHrue JOCTYIOM MOJb30BaTeNiel B TOMEIIEHMS,
K (pU3MUECKUM U JIOTMYECKUM yCTPOWCTBAM;

— 3alUTa OT MPOHUKHOBEHHS KOMITBIOTEPHBIX BUPYCOB U
pa3pyILINTEILHOTO BO3ICHCTBUS BPEIOHOCHBIX IPOTpaMM;

— perucTpalus Bcex IeHCTBUM MOIb30BaTENs B 3AlMIIIEHHOM JKypHaJe,
HaJIMYUe HECKOJBKUX YPOBHEH PETUCTPALINN;

— 3alUTa JaHHBIX CUCTEMBI 3alIMTHI Ha (AaIIOBOM CepBEpe OT IOCTyIa
MOJIb30BAaTENEH, B UYbH JOKHOCTHBIE 00S13aHHOCTH HE BXOJIUT padoTa ¢
uH(bOpMaIK, HAXOIAIICICS Ha HEM.



5.3.2. Cpeocmea uoenmugpukayuu u aymenmugpukayuu

noav3oeameneil

B nensix npenoTspailieHust paboThl ¢ pecypcaMu HHPOPMALIMOHHBIX
cucteM MBJIOY — n/c Ne 12 x. boiikonoHnypa nmoCTOpOHHUX JHUI HEOOXO0UMO
o0ecrneynuTh BO3MOKHOCTh PACIIO3HABAHMSI KaXKOTO JIETAIbHOIO MOJIb30BATENS
(wim Tpynn noJsib3oBatelneit). Jis naeHTuUKAIT MOTYT IPUMEHSTHCS
Pa3IMYHOTO POJia YCTPOIMCTBA: MAarHUTHBIE KAPTOUKH, KITFOUH, KITIOUEBbIC
BCTaBKH, JTVCKETHI U T.II.

Aytentudukanus (MoATBEPKIECHNE MOAJIMHHOCTH) MOJIb30BaTENEH
TaK)K€ MOXKET OCYIIECTBISThCS:

— yTeM MPOBEPKU HAJIMYUS Y TIOJIH30BATENICH KaKuX-JIM0O0 CIIelHaIbHBIX
YCTPOMCTB (MAarHUTHBIX KaPTOUYEK, KIFOUCH, KITFOUEBBIX BCTABOK U T.J.);

— IyTeM MPOBEPKU 3HAHHS MU TIApOJICH;

— yTEeM MPOBEPKU YHUKATBHBIX (PU3MUICCKUX XaPaKTEPUCTHK U
napaMeTpoB CaMUX TOJIb30BaTENICH MPU MOMOIIHU CTICITHATBHBIX
OMOMETPUUECKUX YCTPONCTB.

5.3.3. Cpeocmea pazepanuuenusn oocmyna

30HBI OTBETCTBEHHOCTH W 33J1a4¥ KOHKPETHBIX TEXHHYECKUX CPEICTB
3aIIUTHl YCTAHABIMBAIOTCS UCXOJIS M3 UX BO3ZMOXKHOCTEH U AKCIUTyaTallMOHHBIX
XapaKTepUCTHUK, OMTMCAHHBIX B IOKYMEHTAI[MU Ha JaHHBIE CPE/ICTBA.

TexHuueckue cpescTBa pa3rpaHUYEHUs JOCTYIa AOHKHBI O
BO3MOKHOCTU OBITh COCTABHON YacThIO €MHONM CUCTEMbI KOHTPOJIS OCTyMa:
- Ha KOHTPOJIMPYEMYIO TEPPUTOPHUIO;

- B OTJIEJIbHBIE TOMEIICHUS;

— K KOMIIOHEHTaM UH(OPMAITMOHHON Cpeibl AIMUHUCTPAIIIH U
AJIIEMEHTAaM CHCTEMBI 3alUThI IEPCOHANBHBIX TaHHBIX ((PU3NYECKUN TOCTYII);
— K MH()OpPMAIMOHHBIM pecypcaM (JJOKyMEeHTaM, HOCUTENSIM WHpOpMaIni,
daiinam, HabopaM JaHHBIX, apXUBaM, CIIPABKaM H T.]I.);

— K aKTUBHBIM pecypcam (MIPUKIaAHBIM IIporpaMMam, 3ajiadaM M T.11.);

- K OTIEPAIIMOHHOM CUCTEME, CHCTEMHBIM IIpOorpaMMaM U porpaMmam
3aIUTHI.

5.3.4. Cpeocmea obecneuenus u KOHMPOJA Ye10CHIHOCIU

Cpencta obecrniedeHus 1IEJTOCTHOCTH BKIIFOYAIOT B CBOM COCTaB
CpEeIICTBa PE3EPBHOTO KOMUPOBAHUS, TPOTPAMMBI aHTUBUPYCHOMN 3aIIUTHI,
MPOrpaMMbl BOCCTAHOBJICHHS IIEJIOCTHOCTH OTIEPAIMOHHON CpeIbl U 6a3
TAHHBIX.

CpencTBa KOHTPOJIS IEIOCTHOCTH HHPOPMAIIMOHHBIX PECYPCOB
CUCTEMBI MPEHA3HAYCHBI JIJIT CBOEBPEMEHHOTO OOHAPYKEHUS MOAUDUKAIIIH
WM HCKAXEHUS PecypcoB cucTeMbl. OHU TTO3BOJISIIOT 00€CTIeUnTh
MPABWILHOCTH (DYHKITMOHUPOBAHUS CHUCTEMBI 3aIIUTHI U IIETTIOCTHOCTh
XpaHuMoil u oOpabaTeiBaeMoil UHPOPMAIUU.

KoHTpoms 11e10cTHOCTH HHPOPMAIIUK U CPEACTB 3aIIUTHI, C IETHI0
o0OecrieueHus HEU3MEHHOCTU UHPOPMAIITMOHHOM Cpeibl, OIpeaesieMOoit
MPETyCMOTPEHHOM TEXHOJIOTHEH 00pabOTKH, M 3aIUThI OT



HECaHKIIMOHUPOBAHHOW MOIU(DHUKAITNN TIEPCOHATBHBIX JaHHBIX JODKCH
o0ecreunBaThes:
- CpeACTBaMHU pa3rpaHUUCHHUsI JOCTYyIMA (B MOMEIICHUS, K JOKyMEHTaM, K
HOCHUTEISIM UH(POpMAIIUH, K CEpBEpaM, JIOTUYECKUM YCTPOMCTBAM U T.I1.);
- CpeACTBAMHU SJIEKTPOHHOMU MOAIHUCH;
- CpeACTBAMHU IOJICYETAa KOHTPOJIBHBIX CYMM (JIJIs1 KCTIOJIB3YEMOT0
MPOrpaMMHOT0 oOecTICUeHUS).

5.3.4. Cpeocmea onepamugno2o KOHMPOIA U pecucmpayuu coovtmuil

0e3zonacnocmu

CpenctBa 0OBEKTUBHOT'O KOHTPOJISL IOJKHBI 00€CIIeUnBaTh
oOHapy»XeHNEe U PETUCTPAIUIO0 BCEX COOBITUHN (JeHCTBUI TTOJIb30BaTENEH,
nonbiTok HCJI 1 T.11.), KOTOpBIE MOT'YT MOBJIEYD 3a COOOI HApYIICHUE
0€30MacCHOCTH U MPUBECTH K BOSHUKHOBEHUIO KPU3UCHBIX CUTYyalnil. AHAIN3
cOOpaHHOM Cpe/ICTBAMU PETUCTPALMU MH(OPMAIIUU TTO3BOJISIET BBISIBUTH
(dbakThl COBEpIIIEHUS HAPYIIIEHUM, UX XapaKTep, MOACKa3aTh METOJ] €ro
paccieIoBaHus M CTIOCOOBI TOMCKA HAPYIIUTENSI U UCTIPABICHUS CUTYaIlUH.
CpenctBa KOHTPOJIS U PETUCTPAIIMU JTOJDKHBI IPEOCTABISATh BO3MOKHOCTH:
— BEJICHUSI M aHAJIN3a )KYPHAJIOB PETUCTPAIMK COOBITHI 0€30MMacHOCTH
(cHCTEeMHBIX )KYpHAJIOB);
- MOJIY4E€HUS TBEPOM KOMHU (TIeYaTH) )KypHaJla pEruCcTpaliuu COObITHI
0€30MacHOCTH;
- YIOPSIOUEHUS KYPHAJIOB, a TAK)KEe YCTAHOBJICHHS OTPAaHUYEHUN Ha CPOK
UX XpaHECHUS;
- OTIEpAaTUBHOIO OTMOBEIICHHS] OTBETCTBEHHOTO 33 OPraHU3aIIUIO
00pabOoTKH MEPCOHATLHBIX JAHHBIX O HAPYIICHUSX.

ITpu peructpanuu coObITHI 6€30MaCHOCTH B XKypHAJIE TOJDKHA
(dbuKCUpOBaThLCS cleayronias HHGOpMaIus:
- JaTa u BpeMsi COOBITHS,
- uaeHTU(DUKATOP CyOBEKTa, OCYIIECTBIISIONIETO PETUCTPUPYEMOE
JICCTBHE;
— NeicTBHE (TUM AOCTYIA).

5.4. Koumpons 3¢phexmusnocmu cucmemol 3aujumal

KouTponb 3¢ (HeKTHBHOCTH 3aIUTHI IEPCOHATBHBIX TAHHBIX
OCYLIECTBIISIETCS C LIETBI0O CBOEBPEMEHHOTO BBISIBIICHUS M TIPEIOTBPAILICHHS
YTEUKH MEePCOHATBHBIX JaHHBIX 32 CYET HECAHKIIMOHMPOBAHHOTO JTOCTYTIA, a
TaKKe MPEAYIPEKICHNUS BO3MOKHBIX CIICIIHAIBHBIX BO3JICHCTBUM,
HaIPaBJICHHBIX HA YHUUTOKCHHUE TTEPCOHAITBHBIX IAHHBIX, PA3PYIIICHHAE
cpenctB nHpopmatuzanun. KOHTpOIb MOKET MPOBOAUTHCS TPUBIICKACMBIMH
JUTS 9TOM TIeJTA OPTaHU3aIMsIMU, UMEIONTUMU JIMIICH3UIO Ha 3TOT BH/]I
NEeSATETbHOCTH.

Ouenka 3()PEeKTUBHOCTU MEP 3aIIUTHI IEPCOHATBHBIX TAHHBIX
MIPOBOJIUTCS C UCTIOJIB30BAHUEM TEXHHUECKUX U MTPOTPAMMHBIX CPEJICTB
KOHTPOJISI HA TIPEIMET COOTBETCTBHUS YCTAHOBIICHHBIM TPEOOBAHUSIM.
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